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How a Patient Data Breach
Can Drain Hospital Finances
and Ruin Your Reputation

January 20, 2010
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Key Changes to HIPAA

Phil Zarone, J.D.
Partner
Horty, Springer & Mattern
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PREMIER 45

L0 hmard
Hnpares

Health Information Technology for Economic and
Clinical Health Act
(HITECH Act)

Feb. 17, 2009
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| DOJ memo said only
Ncovered entitieso
liable for criminal violations (though
iIndividual prosecutors did not always
follow memo)

I Individuals can be
criminally liable

N
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Three Sentenced In TV Anchor Case

Tuesday, October 27, 2009 9:55 AM COT
Arkansas Mews Bureau

LITTLE ROCK — A federal judge sentenced a doctor and two former hospital employees to a year's probation Monday ——

after they admitted to violating federal privacy laws by looking at the medical records of slain TV reporter Anne Pressly.

Dr. Jay Holland of Little Rock also was fined $5,000 and
ordered to perform 50 hours of community semnice educating
professionals on the importance of patient privacy under the
federal Health Insurance Portability and Accountability Act,
also known as HIPAA.

Sarah Elizabeth Miller of England, a former account

representative at the St. Vincent Medical Center in Sherwood,

was fined 52,500 and Candida Griffin, a former emergency
room unit coordinater at 3t. Vincent's main hospital in Little
Rock, was fined $1,500.

The three pleaded guilty in July to misdemeanor violations of
the health information privacy provisions of HIFAA for
accessing Pressly's medical records without any legitimate
puUrpose.

The hospital suspended Holland's hospital privileges for two
weeks and required him to complete an online HIPAA training
course. Miller and Griffin were fired.

“We hope that (Monday's) sentencings send the message
that the HIPAA protections apply to every person in the
community, regardless of their position or stature,” U.5.
Attorney Jane Duke said in a statement. “Likewise, the
penalties for violating HIPAA apply equally to every person
with access to protected health information.”

Pressly, a morning anchor for Little Rock television station
KATY, was found severely beaten in her Little Fock home on
Oct. 20, 2008. She died five days later without regaining
CONSCIOUSNess.

Police arrested Curtis Lavelle Vance on a capital murder
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2. Enhanced Enforcement

B Priorlaw: $100 per violation, $25,000
maximum

E HITECH Act: Higher, tiered penalties

£
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Enhanced Enforcement (cont.)

B HITECH Act: Victims of privacy
violations to be compensated

E HITECH Act: HHS mustinvestigate
cases I nvolving nw

AN

Transforming Healthcare Together”



Enhanced Enforcement (cont.)

B HITECH Act: State AGs authorized to
bring suit

Not e: There 1 s stil
actiono for HI PAA

£
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HIPAA: Notity patiemnt flarmitiigaiion
pupeSLe D Nin NekPsPOn et iesiuest for
aceaimiingotidisclasuses

HITECH Act: Naifly pafieiyt of th@akchi” € n t
off‘unsécwrad BHE’c ur ed PHI 0O

N
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Notification under HITECH

A Applies to paper, oral, or electronic PHI
A Must have been a fibreacho

A PHI must have been Aunsecu.

£
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NBr eacho

A Acquisition, access, use, or disclosure of PH]
A In a manner not permitted by the Privacy Rule

A Which fAicompromises the secu

£\
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NComproml ses Secur

MC&1IST. .
Posss & Gighifiaaritifisk:of:
Afimancial lharm

A hauim toreppuiation

2

Aother hanm
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Who received the PHI?
What type of PHI was disclosed?
Have you received assurances of-nedisclosur@

Was the PHI returned before access?

SN ST ST S

If only Limited Data Set (minus birthday and zip
code), then no harm

A\
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A Good faith, unintentional access or use that is interna
(.e., iInvolving employee or workforce member) or to
person acting under authority of covered entity

A Good faith, unintentional disclosures to OHCA

A Good faith belief that recipient would not be able to
retain the PHI

A\
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nUnsecured PHI O
Notification of breach is

NOT REQUIRED
unl ess PHI was Rnuns

£\
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NnUnsecured PHI O

A not rendered unusable, unreadable, or undecipherable

A to unauthorized individuals

A through the use of a technology or methodology specified
DHHS

2
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Guidance from DHHS:

PHI is unusable, unreadable, or indecipherable if:

AEncrypted

ADestroyed

2\
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A For data at rest:
NIST Special Publication 86011
A For data in motion:

NIST Special Publications 8e&P, 80077,
800-113, or others which are Federal Information
Processing Standards (FIPS) 120alidated

N
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Technology Specified by DHHS
for Destructiorn

A For paper & film

Shredding or other destruction method (redaction is not
sufficient)

A For electronic media

Clearing/purgingper NIST SpeciaPublication800-88
(electronic media)

AN

Transforming Healthcare Together”




| f noti frcati on 1 s |

you must notify the patientAND DHHS

£
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Time Frame for Notification
of :

A Without unreasonable delay
A Not more than 60 days after discovery
A Breach is fAdiscoveredodo whe

employee other than the one committing the breach) or
when should have been known with reasonable diligence

s
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Via first class mail (or emaill, if patient expresses
preference)

If out-of-date or insufficient contact info, may use
substitute contact (telephone, etc.)

If more than 10 oubf-date or insufficient contacts
Info, conspicuous posting on web page for 90 days

If more than 500 residents of one state involved,
asonoti fy via press rele
outl et o

N
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Time Frame for Notification
of '

A If less than 500 individuals, maintain a log and provide it
once each year (by March 1)

I 2009 log should begin on 9/23/09

A If more than 500 individuals, notify DHHS at the same time
as patient notification

2
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Description of breach (date, detalls)
Type of PHI involved
Steps patient should take for protection

Steps covered entity is taking

SN ST ST S

Who to contact for more information

N
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Business Assoclate Agreement:

Business Associates should:

A immediately notify covered entities of
breach

A provide all information necessary for
notification
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