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1.  Criminal Penalties for Individuals

Prior to HITECH: DOJ memo said only 
ñcovered entitiesò could be directly 
liable for criminal violations (though 
individual prosecutors did not always 
follow memo)      

HITECH Act: Individuals can be 
criminally liable 





2.  Enhanced Enforcement  

Prior law: $100 per violation, $25,000 

maximum       

HITECH Act: Higher, tiered penalties



Enhanced Enforcement (cont.)

HITECH Act: Victims of privacy 

violations to be compensated      

HITECH Act: HHS mustinvestigate 

cases involving ñwillful neglectò



Enhanced Enforcement (cont.)

HITECH Act: State AGs authorized to 

bring suit       

Note:  There is still no ñprivate right of 

actionò for HIPAA violations.  



HIPAA: Notify patient for mitigation 

purposes or in response to request for 

accounting of disclosures

HITECH Act: Notify patient of ñbreachò 

of ñunsecured PHIò

3. Breach Notification



Notification under HITECH

Å Applies to paper, oral, or electronic PHI

Å Must have been a ñbreachò of PHI 

Å PHI must have been ñunsecuredò at time of breach



ñBreachò

ÅAcquisition, access, use, or disclosure of PHI

Å In a manner not permitted by the Privacy Rule

Å Which ñcompromises the security or privacyò of the PHI



ñCompromises Security or Privacyò

Áfinancial harm

Áharm to reputation

Áother harm

meansé

Poses a Significant Risk of:



Assessing Risk of Harm:

Å Who received the PHI?

Å What type of PHI was disclosed? 

Å Have you received assurances of non-redisclosure?

Å Was the PHI returned before access?

Å If only Limited Data Set (minus birthday and zip 

code), then no harm



Exceptions to Definition of ñBreachò

ÅGood faith, unintentional access or use that is internal 

(i.e., involving employee or workforce member) or to 

person acting under authority of covered entity  

ÅGood faith, unintentional disclosures to OHCA

ÅGood faith belief that recipient would not be able to 

retain the PHI



ñUnsecured PHIò 

Notification of breach is 
NOT REQUIRED

unless PHI was ñunsecuredò



ñUnsecured PHIò

Ånot rendered unusable, unreadable, or undecipherable 

Åto unauthorized individuals 

Åthrough the use of a technology or methodology specified by 

DHHS 



Guidance from DHHS:

PHI is unusable, unreadable, or indecipherable if:

ÅEncrypted

ÅDestroyed



Technology Specified by DHHS
for Encryption:

Å For data at rest:  

NIST Special Publication 800-111 

Å For data in motion:  

NIST Special Publications 800-52, 800-77,

800-113, or others which are Federal Information 

Processing Standards (FIPS) 140-2-validated



Technology Specified by DHHS
for Destruction:

Å For paper & film

Shredding or other destruction method (redaction is not 

sufficient)  

Å For electronic media

Clearing/purging per NIST Special Publication 800-88 

(electronic media)



If notification is requiredé

you must notify the patient AND DHHS



Time Frame for Notification 
of Patient:

Å Without unreasonable delay 

Å Not more than 60 days after discovery

Å Breach is ñdiscoveredò when known (known to any 

employee other than the one committing the breach) or 

when should have been known with reasonable diligence



Methods for Notification 
of Patient:

Å Via first class mail (or email, if patient expresses 
preference)

Å If out-of-date or insufficient contact info, may use 
substitute contact (telephone, etc.)

Å If more than 10 out-of-date or insufficient contacts 
info, conspicuous posting on web page for 90 days

Å If more than 500 residents of one state involved, 
alsonotify via press release in ñprominent media 
outletò



Time Frame for Notification 
of DHHS:

Å If less than 500 individuals, maintain a log and provide it 

once each year (by March 1) 

ï2009 log should begin on 9/23/09

Å If more than 500 individuals, notify DHHS at the same time 

as patient notification



Content of Notification:

Å Description of breach (date, details)

Å Type of PHI involved

Å Steps patient should take for protection 

Å Steps covered entity is taking 

Å Who to contact for more information



Business Associates should:

Å immediately notify covered entities of 
breach

Å provide all information necessary for 
notification

Business Associate Agreements


